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Victimization analysis model of user network
behavior based on network traffic
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Abstract: The analysis of network victimization is of great significance to the prevention and control of telecom
fraud. By studying the network traffic generated by the interaction between users and websites, a victimization identi-
fication model of telecom fraud crime based on network behavior flow analysis was proposed, the association rules
between different behavior characteristics were analyzed, the behavior sequence features were reconstructed, and the
victimization of network behavior sequence with random forest algorithm was evaluated. Based on the network beha-
vior data set of public security organs, the experiment proves that the model can effectively improve the recognition
accuracy of network behavior victimization.
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TestData=getTestingData(P)// 3k H{ £ 5 Il
s

Rules=getAssociationRules(D)// A il 5 5 Hi )
LS

TrainSeq=getSeqbyRules(TrainData,Rules)//
PRI 5E SRR IR, SRICN AT R P 5114

TestSeq=getSeqbyRules(TestData,Rules)// i #&
ORIRFNI,  SRECIAT Ay 741 5

Forest=TrainRandomForest(TrainSeq)// Il £ X
T PR M B L AR AR 2R

For seq in TestSeq:// %} 14— 4 WAL F 41T
A

Judgeresult=Forest.predict(seq)//H i [ 1A K
R SRAH RS PP AL 25 2R

Result.append(Judgeresult)// ¥4 & — 2% XS TF
(CEE NN E SRS L S S

End

5 KBS

51 KIgE

ARSI Kot e T AR E N 44T D Bt
2051 45, ARwEFH N LA 08 2 386 4. Witk
M2 8 T SREBCIA) VR Bt I it 1k 5 23 O (10 A
Wt s ik, 2R R R 8 T U R, AR
Wireshark TR BT EATNE, FroaiuaF o4 Sei
(i bt A1 2 5 IADAS AN U708 B BB 5 — A o
Y7 IR I P2 AL AT AR, TR R A4 IE P81 . £
PR Al P 2 5 B WA 2.

x2 BEEMUBMESHE

VEgR ESEITES
i Bk i Mo
L2 534 W AR 453
RE AT 730 R 323
R IR 364 RT3 467
RE A bE 507 B 156

HEHCLA A (K A VE e 9 3tV B 1 3t
AEVE B 199 355 TS E ) 0 2847 e 471 L A AR AL
PNIOE AT NG A7

ARSI (R SRR LR AT

B RARA N MySQLS, RGIRET AN
17 4 GB, WFEZE 8 4, #AERSA kali_linux_
2020.1, Zwfiih &4 gt+,python3.8.1.

ARSIV AE R PR R B R L, HL
K 2 R AR, T BN AE,
PRI 4 GB LA EIIZAT WAF: %) Wireshark 910
I peapng ¥ zUii & 51 Python 275 1
Pyshark FEHLEALMENT .

5.2 FMiEtR

(1) VR R PR

VRVEFERSE (confusion matrix) & FH K VFA 40
eI kRE T 2, K NxN (AR R fEA S,
TRIEHRE A —A 2%2 JERE, FFE R —1 1 S 4



<131 -

BIERY¥ 2021 £5% 2 #

FORBLAL TR Ay %R0 I B A H s AT AR
T ESL @R, AT B B&
AN E I ST R H

(2) ROC Hhk

ROC Hh&AR1ERFESAT T, LL FPR=y/N A
ARFR, RoR SORE AR TN Ay IEFE A L LA
TPR=y/SN AN, 7~ FUIN LA 1) LEAE ASLE BT
A IEREA T &7 Ll

XFF ROC gk, xHLkfonsibliBg, &
e I3k 05 PSS ATHIELR L, P AE )T .

(3) KRty Al

I TP ¥ IESETA IE2E, FP Rk i
TN 0 TEZR, FN R o IR TN 5138 K i
# P (Precision) 1HH.: N

P=TP/(FP +TP) (3)

HIFZE R (Recall) HH R
R=TP/(TP + FN) 4

1 3 5 4 9] < 00 7 S 0 By AR A PR
AT DI AP R A, A ) DG ERRI
M
53 XWTBRESHIAM
53.1 ZWHR

(1) XF SRARHRFAE R 51 vh AT R R AiE 7 Bk
label binarize —AHMHMY, % FEHMEF %
T B A AT A A M ) B 1] 2 R A o S e A
Jis AT R S R R B TSV Bl 1 3 5 2R AR
HIE a4 07 2 RS S h it Al A .
ITAFIE B & pidfE |, G&—/hE, %
BRAFF IR TR S 1A 5 R B R AL R HAT A
BEAT VLA 0 AT A M, JEIAAT HRHIE 7
ylo Horp, W€ L KT 0.5, LBKRFREMEATH
SRR, (Ao IAT R IEE RIS . L i1 &
R (5 R

L =5 R B K AT A Hin] (5
(2) X1 B EAT AR 51 AT B ik

o SEKCRH K-means SN B PEAT AR AEEA T
BUHU AR, WR 5 ANER . TR TR AT
FEAEAE ] 0~5 (AR, M 23 I i AR

(3)KH Apriori SLyEXT B /B MEAT AL P4
AT ORI T2 3, BE e $2THBE A KT 0.9 sk N IF
B, BeAASIERINIILH 600 4345, $RTFEGHOA,
ML Z , RERE M, (EFFRT S . S
WS 3.

#3 KBNS

RIS WIE 13 ik
Antecedents ) iy
Consequents FHLIu) 5 5t

antecedent support TS e %
consequent support Jii ) S
Support T J TS 45 5
Confidence EARE
Lift IR
Leverage KNS A1
Conviction KRS S 2

(4) TS FZH I IR T8 44T A
FEHVATRAE TR o S48 F OQIBERI I (1 4 5 55 AL
HRILEF— AT R A RIS O AR
Jei A5 FH BT AR PR S 2 6) g R AE AT B2 27
X, RBIREAT R

(5) ASCHTHE 72 VIM-TFCN 5 5 48 Fl 4y
FREEMATX LG, AT{E Github SREUT AR o

o C45 Bik: 1D3 Bk e, did w4k

T R RHE S SR PR, 6 R A A S
HHAT U
o DU R REHE A UK, BT
RFEA TS, S5 A SRR Y S 50
BT, BRI A .

532 A4AR

TEREHLARPR SR S bR N M, 7R Sm
() % &= ( Numtree ) 15 ¥ 38 B F7 U HF 1E %L



m HRE5F%

+132 -

(Numfeature) X} 73 KA N B T 5%
PR A R IE R 22, 7 2R IR P 25 SR Ik
TR B R TR E I, HAR YIS AT I
FESTERE S B E FRAG. AR AR & i ), JE
S HON RN 73 88 RAT R L . PR
HSHRET R WA 4.

BE% Numfeature ZE K, FHER 5 4 0]
RS, MCC Xk I MR, 78R4 4
KT IEIANAF TR ME, #iEzS8iEh 4 b
% Numfeature ZE03 K, FHER . AR, MCC
XSRS TV, BRETRE, WA
I FE 5 ODLHE HoH o AR R g5 R e
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1.0

0.8
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0.4¢
0.2r —*— VIM-TFCN
—*— (45
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4 ROC figkxttt

& 4 740, VIM-TFCN #:2 [{] ROC HhZk G
I TPR 1, 17 C45 BEBAIFD 25 UL Hr A 78 [K) ROC

x4 EHEESHAMER

RAMZHL RBRAE
Numfeature Numtree TP FP Precision Recall F-Measure MCC
0 100 0.964 0.095 0.965 0.964 0.964 0.959
2 100 0.963 0.096 0.964 0.963 0.963 0.958
4 100 0.964 0.095 0.965 0.964 0.964 0.959
6 100 0.963 0.096 0.964 0.963 0.963 0.956
8 100 0.963 0.096 0.964 0.963 0.963 0.956
4 20 0.962 0.097 0.963 0.962 0.962 0.955
4 40 0.964 0.095 0.965 0.964 0.964 0.959
4 60 0.965 0.094 0.966 0.965 0.965 0.960
4 80 0.964 0.095 0.965 0.964 0.964 0.959
4 100 0.964 0.095 0.965 0.964 0.964 0.959
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Confusion Matrix

TRUE FALSE TRUE FALSE TRUE FALSE
TRUE 2005 46 1648 403 1372 679
B
FALSE 32 2254 443 1843 359 1927
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